MIEZ(T & ZHE — TEMIEIEM

‘ MOE 1, HERH, Fi2. B, Wid. i

—. BRIFRY
1.1 X{E5HY

webui/

— payment.py # ZAZOMER

| |— WeChat Pay # 15 Native ML
F— get client() f{s SDK FEF %
— create order() EETH
— create custom order() BHEXEE 8
F— verify and fulfill() ElEARE+IRE+IR D
L— save order() / get order() iTEEAfL

# ZTE BRI

— _get_alipay() ZI® SDK B
— create alipay order() T
L— verify alipay notify() ElARZ+IRD

F— GET /recharge FEDE
— POST /api/payment/create MEEETR
F— POST /api/payment/custom MEBEXTE

|
|
|
|
|
|
|
|
|
— app.py # Flask HBEE
|
|
|
| — POST /api/payment/alipay THETE




| — POST /api/payment/wx_notify HISEA

| L— POST /api/payment/alipay notify {t=[EIA
— template.html # BimFEERE
|
|
|
|

— selectPlan() ERRE
— createPayment() st
— createAlipayOrder() X{dE%ft
L— createCustomPayment() BHENXZIL T
L— db.py # BIEER (users / pay orders / usage logs)

1.2 BUBER

pay_orders — Z{IiTER

trade no TEXT PRIMARY KEY # iJ#5 (WFC/Alipay®aiZg)
uid INTEGER # BAFPID

points INTEGER # Mo

expires REAL # 1S HARYE]

fulfilled INTEGER DEFAULT 0 # 0=#%{J 1=BZIMK

usage_logs — 2{EHER

user_id, action, points change, detail, created at

—. ZERIE



2.1 EETERIE

FF - https://qianshi.cool/recharge

I

F— %EE - = s 3 TRfE=]

| L— selectPlan(idx, type)

| |— type=wechat - createPayment() - POST /api/payment/create

| L— type=alipay - createAlipayOrder() - POST /api/payment/alip
I
L

BEXE& - = 51 3 IXH=)
L— createCustomPayment (type)
— type=wechat - POST /api/payment/custom
L— type=alipay - POST /api/payment/alipay
I
v
[Gi% payment.py
I
— s
— get client() - WeChatPay SDK
F— client.pay() - #fZiE[El code url
— save order() - JT®E A SQLite
— #ii%A api.qrserver.com ¥ code url 4% QR FBEE
— BAPREREXd

F— verify and fulfill() - AESGCM f#Z resource
F— get order() - &EiT#
— update points() - fNFA%

|
|
|
|
|
| | #415 POST [@3@ - /api/payment/wx_notify
|
|
|
| add_log() - iBRB®E

|

— =
— _get alipay() - AliPay SDK
— api_alipay trade page pay() - pay url
— save order() - JTBE A SQLite
— #ii% window.open(pay url) - Z{IFURE
— BPswmE
F— %f¢= POST [Eli§ - /api/payment/alipay notify
F— verify alipay notify() - RSA2 &%
F— get order() - &iT&#




— update points() - HIf2%

L— add log() - iERAE

2.2 715 QR B34ERL

// EimiR[E code url: "weixin://wxpay/bizpayurl?pr=xxx"
let r = await fetch('/api/payment/custom', {
method: 'POST', body: JSON.stringify({amount: 1})
});
let j = await r.json();
// &Y Google QR API “4mi_tERIEF
let qrUrl = 'https://api.qrserver.com/vl/create-qr-code/?size=200x200&data=
+ encodeURIComponent(j.qr url);
document.getElementById('qrCode').innerHTML

2.3 ZIEZ(THkEE

let r = await fetch('/api/payment/alipay', {
method: 'POST', body: JSON.stringify({amount: 1})
});
let j = await r.json();
// FEOTAXAEWIRG

window.open(j.pay url);




=, RESHE

3.1 B

# 1152 SDK
pip3 install --break-system-packages wechatpayv3

# Z{J=E SDK

pip3 install

# FSOERE (W)

pip3 install --break-system-packages cryptography

3.21E Y — FREE

1#1E

[pay.weixin.qg.com](https://
pay.weixin.qq.com) EHiEEF S

FEamEty — Native 4 = FR@
APl &% — T# APIIEH
APl Z£2 — 1§ & APIv3 %48

APl £% — 52 JA%H

ety — ApplD IKS EIE

--break-system-packages python-alipay-sdk

iR

EBEF, %k PCibk7R

15 apiclient_key.pem
32 iiE%

= pub_key_id +
pub_key.pem

G /N2 /BRSS S ApplD



3.3%1E — FRiCE

;EE“E ‘
. l. . tt . . l. . I = = A
[open alipay corn](h ps //open allpay com) Bl T = APPID

Rz A3

EERA, REFHL

2 BOME - THAEBFEM RSA2 Z$A .

3 [b.alipay.com](https://b.alipay.com) &£4 B3 XM uh 3%

KSR TEBL

4 N E4% i

3.4 XiSEcE

payment.py {EEUA T EE:

# Wi

WECHAT MCHID = "“{RH9EFS"
WECHAT APPID = "{REYAppID"
WECHAT API V3 KEY = "{REY32{IZE4H"
WECHAT CERT SERIAL = “iEBFHIS"

WECHAT PUB KEY ID = "A$AID"
CALLBACK HOST = "https://{REgi&"

# ZO=E
ALIPAY APPID = "{REYAPPID"




ALIPAY PRIVATE KEY = """RZFAFAgR"""

ALIPAY PUBLIC KEY = """t """

3.5 IEBXF

certs/

— 1115016766/

| }— apiclient key.pem # HIEEP LA
| L— apiclient cert.pem # MEEFIES
L— pub key.pem # WEZEAH

zhifubao/
L— readme.md # TEZFHA

3.6 Nginx fid&

1R /api/ BEIEHAIER Flask:

location /api/ {
proxy pass http://127.0.0.1:8888/api/;
proxy set header Host $http host;

proxy set header X-Real-IP $remote addr;




izt

4.1 Gt

# ERIRE session
curl -X POST http://127.0.0.1:8899/api/auth/login \
-H 'Content-Type: application/json' \
-d '{"email":"admin@qgianshi.cool", "password":"adminl23"}' -c /tmp/t.txt

# W5 0.1 Tl

curl -X POST http://127.0.0.1:8899/api/payment/custom \
-b /tmp/t.txt -H 'Content-Type: application/json' \
-d '{"amount":0.1}"

# - {"ok":true, "qr url":"weixin://wxpay/bizpayurl?pr=xxx"}

# ZH=E 0.1 Tk
curl -X POST http://127.0.0.1:8899/api/payment/alipay \
-b /tmp/t.txt -H 'Content-Type: application/json' \
-d '{"amount":0.1}'
# - {"ok":true, "pay url":"https://openapi.alipay.com/..."

2 iim izt

FJF https://{RE9tE%&/recharge :
1.5 0.1 7t — 2 —» A - RERS S EIEM
2.5 0170~ mE{AE - Tl - RETRS 2T EM

4.3 [B]3A5851E



# EITHR
sqlite3 data/app.db "SELECT * FROM pay orders ORDER BY rowid DESC LIMIT 5"

# ERE

sqlite3 data/app.db "SELECT * FROM usage logs WHERE action='Zt{E' ORDER BY i

# R
sglite3 data/app.db "SELECT email,points FROM users"

4.4 FEIOFRE

- " pay_orders.fulfilled=1"
- “usage_logs® B T7fE] iBR
- FAPTRS BN

. BRinicR

AEEAb]

) R fizR

@i trade_no  v3 [Blif resource FE%

FE ‘AESGCM" g%
HNE AEAD AES 256_GCM iz

SDK callback()

g REIEESEERATHRS F*F SDK, Fahfig#=
H



THUVNERIRIE tint(0.1)" =0 “float()"

AHFEETD WA httos:/ /&
T Oy URLEEmEE, MEESE JE hitps://BE/
X recharge

gunicorn HE  logging.getLogger('app')” FZ! . o
sys.stderr.write()

Fiait gunicorn
2=
i) I=1E3) R

insufficient-isv-

. 49 R PR AR HT WMENRAEREY
permissions
not-online-app R FRAFR%% mif %
S “'request.form‘ 842  “request.get_data()’ ERH
# body
SRR int() " Er “float()"

7. FEEMN

+ &/ 0.17T, &K 10000 7T

-« ZHF2 iR

+ 175=10%%7

« E%: 1075/100 5 ~ 1000 75/12500 53
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